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C-DAX 
Cyber-secure Data And Control Cloud for power grids 



Context & Cause 

! Challenge:&transi]on&to&Ac#ve&Distribu#on&Networks&&
• Mul]ple&actors:&producers,&consumers,&prosumers&

•  IntermiXent&produc#on&(cf.&RES),&dispersed&into&distribu]on&grid&
•  Load:&increased&electrifica]on&(EVs)&&&dynamicity&(e.g.,&demand&response)&

! Need:&
•  BeXer&protec#on,&monitoring&&&control&in&distribu]on&grids&
• Mul]ple&smart&grid&applica]ons&with&diverse&requirements&
•  Efficient&&&secure&communica#on&pla>orms&for&data&transfer&

! C"DAX&solu]on:&
•  Communica#on&middleware&based&on&Informa]on&Centric&Networking&

•  RealATime&State&Es#ma#on&of&distribu]on&grids&using&PMUs&

&

Transi]on&to&ac#ve&distribu#on&networks:&
• Mul]ple&actors:&producers,&consumers,&prosumers&

•  IntermiXent&produc#on&(cf.&RES),&dispersed&into&distribu]on&grid&
•  Load:&increased&electrifica]on&(EVs)&&&dynamicity&(e.g.,&demand&response)&

Challenge 

•  BeXer&protec#on,&monitoring&&&control&in&distribu]on&grids&
•  Mul]ple&smart&grid&applica]ons&with&diverse&requirements&(see&next)&
•  Efficient&&&secure&communica#on&placorms&for&data&transfer&

Need 

•  Communica#on&middleware&based&on&Informa]on&Centric&Networking&

•  RealATime&State&Es#ma#on&of&distribu]on&grids&using&PMUs&

C-DAX solution 



Smart grid communication pattern variation 

!  1AtoA1:&e.g.,&control&messages&for&specific&assets&

!  1AtoAM:&

•  Broadcast:&e.g.,&energy&offers&in&demand&response&schemes&

•  Anycast:&e.g.,&offer&for&voltage&regula]on&by&any&suitable&subset&of&EVs&
located&in&a&certain&area&&

! MAtoA1:&e.g.,&energy&consump]on&reports&in&demand&response&or&

smart&metering&

! MAtoAN:&e.g.,&mul]ple&charging&offers&from&different&charging&

sta]ons&to&mul]ple&EVs&

! Asynchronous&communica]on&in&dynamic&scenarios:&

e.g.,&EVs&come&and&go,&retrieve/deliver&data&while&connected&to&

the&network&&



ICN = Information Centric Networks 
! Alterna]ve&for&Point"to"point&networks&

• …&where&informa]on&flows&from&producer&to&predefined&consumers&via&

explicit&point"to"point&connec]ons&"&e.g.,&need&to&know/config&all&IPs&

!  ICN&paradigm&=&based&on&topic&rather&than&IP&address&
•  Consumers&“pull”&or&“subscribe&to”&the&data&“topics”&they&need&regardless&

of&who&produced&the&informa]on,&or&when,&or&where&it&is&stored&

•  Decoupling&of&producers/consumers&

! Advantages:&
•  Inherent&security:&hosts&do&not&know&each&other’s&network&and&physical&
loca]ons&(publish&–&subscribe&communica]on)&

•  Overlay&network&management:&
! Management&of&IP&connec]ons,&op]mal&placement&of&the&data&within&

the&cloud,&resilience…&

!  In"network&management&and&processing&(e.g.,&caching,&aggrega]on,&

filtering,&rate&adapta]on,&traffic&engineering&…)&



C-DAX communication platform 



Topic-based Communication 

Publisher&A&

Pub/sub middleware 

Publisher&B&

Publisher&C&

Subscriber&1&

Subscriber&2&

Subscriber&3&

Topic&1&

Topic&2&

Benefits&of&decoupling&publishers&and&subscribers&
•  Communica]on&partners&do&not&need&to&know&each&other&

•  Asynchronous&communica]on&possible&

•  Facilita]ng&extensibility,&management&&and&configurability&&



Use Cases Future&retail&

energy&market&

Smart&charging&

PMU"based&real"]me&state&

es]ma]on&(RTSE)&in&MV&



Use Case: Real-time state estimation of ADNs 

Monitoring&

Control&

Protec]on&

State&es]ma]on&

Network&in&normal&opera]on:&
•  Conges]on&management&

•  Op]mal&V/P&control&

•  Op]mal&dispatch&of&DER&

Network&in&emergency&condi]ons:&
•  Islanding&detec]on&

•  Fault&iden]fica]on&

•  Fault&loca]on&



Use Case: Real-time state estimation of ADNs 

Need&observability&of&the&grid&
to&assure&stability,&power&quality,&voltage&regula]on,&etc.&

&

&

Solu#on:&install&Phasor&Measurement&Units&(PMUs)&for&

regional/local&area&measurement,&protec]on&and&control&&

&

&

Challenge&for&C"DAX&placorm&:&

support&the&stringent&latency&requirements&

&

&

&



Use Case: Retail energy transactions 

!  Consumer&&&&&&supplier:&demand&response&nego]a]ons,&billing&and&seXlement,&…&

!  Focus&on&demand&response&&
1.  Architectural&analysis&for&support&of&smart&charging&in&the&Netherlands&

Efficient0&0secure0distribu4on0of0data0to0all0relevant0par4es?0
2.  Smart&charging&for&parked&electric&vehicles&

Demand0shaping0for0grid0operators0(e.g.0peak0shaving),0energy0suppliers0
(balancing),0energy0market0players,0etc.0

3.  Smart&charging&for&on"the"move&electric&vehicles&

Timely0serving0of0customers0&0distribu4on0of0the0load0over0charging0sta4ons0
0

!  Main&challenge:&scalability&–&Delay&requirements&are&less&stringent&

•  High&number&of&par]cipants&(end&users,&flexible&loads,&distributed&energy&sources,&…)&

•  Flexibility&to&configure&users&&&guarantee&secure&data&exchange&



Benefits for utilities 

!  Single&communica]on&placorm&for&heterogeneous&applica]ons&"&costAefficient&
•  No&duplicated&investments&of&infrastructure&per&applica]on&

•  BeXer&u]liza]on&of&available&communica]on&

!  Secure&and&reliable&grid&opera]ons&
•  Secure,&]mely&and&resilient&delivery&of&measurement&&&control&

•  Inherent&resilient&cyber"security&layer&w/&end"to"end&authen]ca]on,&privacy,&and&
integrity&

!  Scalable&placorm&

•  supports&growing&number&of&power&grid&en]]es&(flexible&loads,&EVs,&distributed&

energy&sources)&&

•  Streaming,&query&and&point"to"point&communica]on&

•  Plug"and"play&addi]on&and&removal&of&publishers,&subscribers,&topics&and&exis]ng&

and&future&applica]ons&(which&reduces&opera]onal&costs)&

!  Support&for&exis#ng&smart&grid&protocols&and&legacy&sooware&and&hardware&



Thanks. Any questions? 



Q&A 

!  Project&coordina]on&&&dissemina]on&
•  iMinds:&MaXhias&Strobbe&(maXhias.strobbe@intec.ugent.be),&Chris&Develder&

(chris.develder@intec.ugent.be)&

!  C"DAX&middleware&

•  University&College&London:&Wei&Koong&Chai&(w.chai@ucl.ac.uk)&

•  University&of&Surrey:&Chang&Ge&(c.ge@surrey.ac.uk),&Ning&Wang&(n.wang@surrey.ac.uk)&&&

•  University&of&Tübingen:&Michael&Hoefling&(hoefling@uni"tuebingen.de),&Michael&Menth&

(menth@uni"tuebingen.de),&Florian&Heimgaertner&(heimgaer@informa]k.uni"tuebingen.de)&&&&

!  Security&aspects&

•  University&of&Nijmegen:&&Erik&Poll&(erikpoll@cs.ru.nl),&Fabian&van&den&Broek&

(f.vandenbroek@cs.ru.nl)&&&

!  RTSE&use&case&&&Field&trial&

•  Alliander:&Herman&Bon]us&(herman.bon]us@alliander.com&,&Wilfred&Smith&
(wilfred.smith@alliander.com)&

•  EPFL:&Mario&Paolone&(mario.paolone@epfl.ch),&Paolo&Romano&(paolo.romano@epfl.ch)&

•  Na]onal&Instruments:&Jimmie&Adolph&(jimmie.adolph@ni.com),&Augusto&Mandelli&

(augusto.mandelli@ni.com)&

!  EV&use&case&&

•  University&of&Nijmegen:&&Erik&Poll&(erikpoll@cs.ru.nl),&Fabian&van&den&Broek&

(f.vandenbroek@cs.ru.nl)&&&

•  University&of&Surrey:&Yue&Cao&(y.cao@surrey.ac.uk),&Ning&Wang&(n.wang@surrey.ac.uk)&&&

•  iMinds:&Chris&Develder&(chris.develder@intec.ugent.be),&MaXhias&Strobbe&
(maXhias.strobbe@intec.ugent.be)&

&


